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met all applicable certification criteria 
adopted by the Secretary; or 

(2) A combination of EHR Modules in 
which each constituent EHR Module of 
the combination has been tested and 
certified in accordance with the certifi-
cation program established by the Na-
tional Coordinator as having met all 
applicable certification criteria adopt-
ed by the Secretary, and the resultant 
combination also meets the require-
ments included in the definition of a 
Qualified EHR. 

Complete EHR means EHR technology 
that has been developed to meet, at a 
minimum, all applicable certification 
criteria adopted by the Secretary. 

Disclosure is defined as it is in 45 CFR 
160.103. 

EHR Module means any service, com-
ponent, or combination thereof that 
can meet the requirements of at least 
one certification criterion adopted by 
the Secretary. 

Human readable format means a for-
mat that enables a human to read and 
easily comprehend the information 
presented to him or her regardless of 
the method of presentation. 

Implementation specification means 
specific requirements or instructions 
for implementing a standard. 

Qualified EHR means an electronic 
record of health-related information on 
an individual that: 

(1) Includes patient demographic and 
clinical health information, such as 
medical history and problem lists; and 

(2) Has the capacity: 
(i) To provide clinical decision sup-

port; 
(ii) To support physician order entry; 
(iii) To capture and query informa-

tion relevant to health care quality; 
and 

(iv) To exchange electronic health in-
formation with, and integrate such in-
formation from other sources. 

Standard means a technical, func-
tional, or performance-based rule, con-
dition, requirement, or specification 
that stipulates instructions, fields, 
codes, data, materials, characteristics, 
or actions. 

[75 FR 2042, Jan. 13, 2010, as amended at 75 
FR 36203, June 24, 2010; 75 FR 44649, July 28, 
2010] 

Subpart B—Standards and Imple-
mentation Specifications for 
Health Information Tech-
nology 

SOURCE: 75 FR 44649, July 28, 2010, unless 
otherwise noted. 

§ 170.200 Applicability. 
The standards and implementation 

specifications adopted in this part 
apply with respect to Complete EHRs 
and EHR Modules. 

§ 170.202 [Reserved] 

§ 170.205 Content exchange standards 
and implementation specifications 
for exchanging electronic health in-
formation. 

The Secretary adopts the following 
content exchange standards and associ-
ated implementation specifications: 

(a) Patient summary record—(1) Stand-
ard. Health Level Seven Clinical Docu-
ment Architecture (CDA) Release 2, 
Continuity of Care Document (CCD) 
(incorporated by reference in § 170.299). 
Implementation specifications. The 
Healthcare Information Technology 
Standards Panel (HITSP) Summary 
Documents Using HL7 CCD Component 
HITSP/C32 (incorporated by reference 
in § 170.299). 

(2) Standard. ASTM E2369 Standard 
Specification for Continuity of Care 
Record and Adjunct to ASTM E2369 (in-
corporated by reference in § 170.299). 

(b) Electronic prescribing.— (1) Stand-
ard. The National Council for the Pre-
scription Drug Programs (NCPDP) Pre-
scriber/Pharmacist Interface SCRIPT 
standard, Implementation Guide, 
Version 8, Release 1 (Version 8.1) Octo-
ber 2005 (incorporated by reference in 
§ 170.299) 

(2) Standard. NCPDP SCRIPT Stand-
ard, Implementation Guide, Version 
10.6 (incorporated by reference in 
§ 170.299). 

(c) Electronic submission of lab results 
to public health agencies. Standard. HL7 
2.5.1 (incorporated by reference in 
§ 170.299). Implementation specifications. 
HL7 Version 2.5.1 Implementation 
Guide: Electronic Laboratory Report-
ing to Public Health, Release 1 (US 
Realm) (incorporated by reference in 
§ 170.299). 
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(d) Electronic submission to public 
health agencies for surveillance or report-
ing.— (1) Standard. HL7 2.3.1 (incor-
porated by reference in § 170.299). 

(2) Standard. HL7 2.5.1 (incorporated 
by reference in § 170.299). Implementation 
specifications. Public Health Informa-
tion Network HL7 Version 2.5 Message 
Structure Specification for National 
Condition Reporting Final Version 1.0 
and Errata and Clarifications National 
Notification Message Structural Speci-
fication (incorporated by reference in 
§ 170.299). 

(e) Electronic submission to immuniza-
tion registries.— (1) Standard. HL7 2.3.1 
(incorporated by reference in § 170.299). 
Implementation specifications. Imple-
mentation Guide for Immunization 
Data Transactions using Version 2.3.1 
of the Health Level Seven (HL7) Stand-
ard Protocol Implementation Guide 
Version 2.2 (incorporated by reference 
in § 170.299). 

(2) Standard. HL7 2.5.1 (incorporated 
by reference in § 170.299). Implementation 
specifications. HL7 2.5.1 Implementation 
Guide for Immunization Messaging Re-
lease 1.0 (incorporated by reference in 
§ 170.299). 

(f) Quality reporting. Standard. The 
CMS Physician Quality Reporting Ini-
tiative (PQRI) 2009 Registry XML Spec-
ification (incorporated by reference in 
§ 170.299). Implementation specifications. 
Physician Quality Reporting Initiative 
Measure Specifications Manual for 
Claims and Registry (incorporated by 
reference in § 170.299). 

§ 170.207 Vocabulary standards for 
representing electronic health in-
formation. 

The Secretary adopts the following 
code sets, terminology, and nomen-
clature as the vocabulary standards for 
the purpose of representing electronic 
health information: 

(a) Problems—(1) Standard. The code 
set specified at 45 CFR 162.1002(a)(1) for 
the indicated conditions. 

(2) Standard. International Health 
Terminology Standards Development 
Organization (IHTSDO) Systematized 
Nomenclature of Medicine Clinical 
Terms (SNOMED CT®) July 2009 
version (incorporated by reference in 
§ 170.299). 

(b) Procedures—(1) Standard. The code 
set specified at 45 CFR 162.1002(a)(2). 

(2) Standard. The code set specified at 
45 CFR 162.1002(a)(5). 

(c) Laboratory test results. Standard. 
Logical Observation Identifiers Names 
and Codes (LOINC®) version 2.27, when 
such codes were received within an 
electronic transaction from a labora-
tory (incorporated by reference in 
§ 170.299). 

(d) Medications. Standard. Any source 
vocabulary that is included in RxNorm, 
a standardized nomenclature for clin-
ical drugs produced by the United 
States National Library of Medicine. 

(e) Immunizations. Standard. HL7 
Standard Code Set CVX—Vaccines Ad-
ministered, July 30, 2009 version (incor-
porated by reference in § 170.299). 

(f) Race and Ethnicity. Standard. The 
Office of Management and Budget 
Standards for Maintaining, Collecting, 
and Presenting Federal Data on Race 
and Ethnicity, Statistical Policy Di-
rective No. 15, October 30, 1997 (avail-
able at http://www.whitehouse.gov/omb/ 
rewrite/fedreg/ombdir15.html). 

§ 170.210 Standards for health infor-
mation technology to protect elec-
tronic health information created, 
maintained, and exchanged. 

The Secretary adopts the following 
standards to protect electronic health 
information created, maintained, and 
exchanged: 

(a) Encryption and decryption of elec-
tronic health information—(1) General. 
Any encryption algorithm identified by 
the National Institute of Standards 
and Technology (NIST) as an approved 
security function in Annex A of the 
Federal Information Processing Stand-
ards (FIPS) Publication 140–2 (incor-
porated by reference in § 170.299). 

(2) Exchange. Any encrypted and in-
tegrity protected link. 

(b) Record actions related to electronic 
health information. The date, time, pa-
tient identification, and user identi-
fication must be recorded when elec-
tronic health information is created, 
modified, accessed, or deleted; and an 
indication of which action(s) occurred 
and by whom must also be recorded. 

(c) Verification that electronic health 
information has not been altered in tran-
sit. Standard. A hashing algorithm with 
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